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CncTeMHbI agMUHUCTpaTop windows

Cneumanunsauumn:

— DevOps-nHxeHep

— CeTeBOW MHXeHep

— CuCTeMHBbI agMUHNCTPaTOP

— CuncTeMHBbIV HXeHep

— CneumnanucT TeXHUYecKor noaaepxKm
TWN 3aHATOCTW: NOJIHAsA 3aHATOCTb
dopmat paboTbl: yaanéHHo, rmbpug, Ha Mecte paboTogatens
XXenaTteneHoe Bpems B NyTK A0 paboThbl: He MMeeT 3HaYeHs

VtoHb 2022 —
HacTosiLLee BpeMs
3roga 10
MecsiLeB

000 [JOKTpMHA

MegunumHa, dapmaLeBTrKa, anTekn

* leuebHoO-NpodunakTnyeckmne yupexaeHums
CncteMHbI AGMUHNCTPATOP
O6s3aHHOCTA

MonHoe conpoBoxgeHue IT-MHGPaCTPYKTYpbl MeAVNLIMHCKOrO LieHTpa (30+ nonb3oBaTteneli):
pabouue MecTa, ceTb, Nnepndepusi, LOCTYMbI, y4eTHbIe 3anuncu.

AaMUHUCTpUpoOBaHue cepeepHoli yactu: Windows Server, Active Directory, cepsucel nog 1C, MS SQL
Server.

Texnoagep>xka L2/L3: gnarHocTnka MHUNAEHTOB, yAanéHHoe peLleHne npobaemM, BOCCTaHOBAEHME
paboToCnoCco6HOCTM CEPBLUCOB 1 Paboumx MecT.

BupTyanusauus: conpoBoxjeHne 1 Hactporika VMware/Hyper-V, ynpasneHue BUpTyaibHbIMU
MaluMHaMu, pacnpejeneHne pecypcos, Murpalmmn/nepeHocsl.

CeTeBOe agMUHNCTPUpPOBaHME: HAacTpoiKka 1 conpoBoxaeHune MikroTik, cermeHTauma cetn (VLAN),
opraHu3auus 6esonacHoro yaanéHHoro goctyna (WireGuard/VPN).

BHeZpeHWe 1 CONpPOoBOXAEHE MOHUTOPWHIA 1 ONoBeLLeHWI (Zabbix): KOHTPOAb 4OCTYRHOCTY
CepBUNCOB, HAacTPoOlika METPVIK 1 anepToB.

ABTOMaTM3aLMA PYTUHHBIX 3aja4 1 agMuH-npoLeccos (PowerShell/Python): yckopeHune TMNOBbIX



onepauuii, CHUXKeHMe py4Ho paboThbl.

YcraHoBka/obHoBneHwme MO, HacTpolika NOAUTUK 6@30MacHOCTY, NOAAEPXKKA OPUCHOM TEXHUKN
(npuHTepbLI/M®Y/CKaHepsbl), B3anMoaeicTBme C NOAPAAUMKAMM MO PEMOHTY NPY HEOBXOAMMOCTMU.

BeseHue TexHMUeCKom AoKyMeHTaumn: KOHburypaumm, 4OCTynbl, TUMOBbIE peLleHuns, 6a3a 3HaHW.
JoctmxeHuns

MoBbICKN NpeAcKka3yeMoCTb paboTbl MHPPACTPYKTYPbI 3@ CHET CTaHAAPTU3ALMN HACTPOEK U
aBTOMAaTM3aLMLM MOBTOPSAIOLLMXCS AENCTBUNA.

Hasén nopsgok B Active Directory: akTyann3snpoBsan rpynnel/npasa 1 BHegpua GPO, UTobbl HoBble
MK nonyyanu HacTporikv aBTOMaTUYECKU.

Pasgenunn cetb Ha cerMmeHTbl (VLAN), MCKOUNB NepeceyeHme rocteBoro n paboyero tpaduka.
OpraHunsoBan 6e3onacHbIl yaanéHHeli goctyn yepes VPN/WireGuard-TyHHenn.

Pa3BepHyn MOHUTOPWHT Zabbix Ha Linux ¢ HacTpoiikoii b/l n anepToB, UTO6LI BbISABAATE NPO6AEMbI
[0 obpalleHunli nofb3oBaTene.

CokpaTui BpeMs peakLMu Ha TUMOBble 06paLLeHNs 3a CHET CKPUMTOB U LWA6/10HOB peLLeHWIA.
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Linux  AgmuHucTprypoBaHue cepeepos Windows

AAMUNHUCTPUPOBaHMe cepBepoB Linux  Active Directory

AamMuHuctpupoBaHne OC  YpaaneHHoe aMUHUCTPUPOBaHMe
AAMVHNCTPMpPOBaHMe cepBepoB  HacTpoiika ceTeBbIX MOAKIOYEHUIA
AAMVHNCTPMpPOBaHMe ceTeBOro obopyaosaHua  TCP/IP VPN  DHCP  DNS
Cisco IP-tenepoHms VMware Hyper-V  Buptyanmsaumsa  Docker
Zabbix  PesepBHoe konvpoBaHue MikroTik PostgreSQL MySQL  Nginx
Bash  Python TexHu4eckas nogaep>kka nonb3osateneri  Hactporika MO

HacTpolika nouToBbIX CEpBEPOB
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Bonee 3 net 3aHMMatoCb NoAAepPXKOM 1 pa3ButeM UT-uHdpactpykTypbl. Mo OCHOBHOM
NPUHLNN — aBTOMAaTU3MPOBaTb PYTMHY, UTO6ObLI 0CBOBOAUTL BpeMS AN Pa3BUTUA CETY, a He
«TYLLIEHNS NOXapOoB».

YTOo ymMero 1 BHeApALo:

WHdpacTpykTypa: HactpamBato v nogaepxmBato ceaskm Windows Server + Linux, 1C, SQL. OnbIT
paboTbl € BUpTyanu3aumein (Proxmox, VMware, Hyper-V) — oT passepTbiBaHUA J0 HACTPONKM
63KanoB..

CeTun n 6esonacHocTb: Pabotato ¢ MikroTik (VLAN, mapLupyTusauus). Hactpavsato CTabuabHbI
VPN Ha 6a3e WireGuard.

ABToMaTM3auus: Muwy ckpunTel Ha PowerShell n Python. Ans KOHTPONSA 3a COCTOSIHMEM CUCTEM
BHeapsto Zabbix n Grafana — 370 no3sonseT BUAeTbL Npobaemy 0 TOro, Kak O Heli coobLmT
nosb3oBaTeb.

Ceiluac B KavecTBe neT-npoekTa pa3sueao MESHgate (cuctema ynpasneHus cetamum Ha Python +
Docker). Ymeto HaxoAnTb KavecTBeHHble Open Source aHanorM NAaTHbIM NPOAyKTaM, UYTo
CyLLLeCTBEHHO 3KOHOMMUT B10KeT Ha INLLeH3UN.

MpeanoumnTalo yaaneHHbln opmat paboThl, FOTOB K pefKnM Bble3gaM AN 06CayXnBaHMS
«wKkenesar».



